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Vietnam —Thi trwong méi ndi ciia Chau A.

Viét Nam 13 qudc gia dang chd y nhat & Pong Nam A véi thi trudng rong 16n va mé

rong nhanh chong:

+ 100 triéu dan véi mure tang trudng GDP 6-8% trong 10 nam qua.

 Luc luong lao dong k¥ thuat c6 tay nghé cao.

68,72 triéu nguoi dung Internet, twong dwong 70,3% téng dan sé (thang 1 nim
2021).

- 10,100 doanh nghiép 16n va 507,860 doanh nghiép

- 270,000 doanh nghiép str dung nén tang s6 gt Bicy . ¢ | B :
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| Agenda.

(1) Danh gi thi trudng
() Giai phap VMS
e Nén tang VMS

@ Hé thong lién quan







| Phan khuc khach hang.

Merchant Dac thu

@ NganLuwgng.vn

Online Payment - Buyer Protection
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Tap trung phan khic merchant Vira va Nho — Gia tang tién ich.




I Loa Ting Ting co gi?

« Bank:
*  Cung cdp thiét bi phat &m thanh / onboarding merchant
*  Qudn |y duge dOng tién, hé tro linh hoat, thu phi giao dich
e Tang 1ty Ié phat hanh TK

+ Banchéosan phcfm, dich vu goi hé tro cho nguoi
dung/nhan vién

*  Tang tién ich cho khéch hang

*  Nhdn thiét b phéat am thanh
*  Quan Iy dwge dong tién, hé tro linh hoat
«  Quan ly giao dich | quan 1y hé tro khach hang TN U

*  Da dang phiong thirc thanh toan/tranh gian ldn, dé dang tra
ctru glao dich

. Noudi hang:
+  Dé dang quét, thanh toan don hang
*  Nhiéu tién ich, don gian dé dang si dung
« Dédang tiép cin, huwéng wu dai | voucher
*  Nhiéu tién tich khac, san pham khéc

March 25




CJ — Hanh trinh véi chu ciwra hang / Bank (1)

L Tae TK/Ma OR cho Merchant
¢ 1. Bank cung cip phan tao tai khoan 4o
i (Virtual account) hoic VNPAY QR theo
Q bill number hoac theo merchant / ctra
S hang.
S

|
_? 2. St dung chinh TK cua khach hang tai
'; bank > Bank cung cip dich vu Share
[= Notifications
|_
©
o
—

3. Tao ma VietQR/VNPAY QR tu TK trén.

VRB mBanking

(%) Gio ich MoILUC, MOINGI

What is 0 c L
I Ung dung HIEN DAI- Dich vu DA DANG

Push Notification o P

' ! @) MIEN PHI phi st dung dich vu nam dautién

in Banking? NE———

Shop hsheenprcesed. () Thong tin ANTOAN & BAO MAT

Pon gidn — Gon nhe - Dé dang st dung




| CJ - Hanh trinh véi chii cira hang / Bank (2)

Nhirng déi tworng nao str dung dich vu?

La doanh nghiép s& hitu nhiéu chudi cira
hang trén toan quéc trén cdc linh vurc

nhu ctra hang kinh doanh/dn uéng, ...

La ho kinh doanh cd thé

La cd nhén kinh doanh

X0g 9210\ — Bul] Bull eoT

o:ﬁng kit tri thinh i tac

e e I

Merchant  dang  ky,
onboarding  merchant
online dé trg thanh
merchant cua Bank
(dich vu thu h9) str dung
hé thdng, nén tang cua
Bank.
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Quén Iy Thiét Bj Am thanh

Bank nhan thong tin Sale / Shipper van
va phé duyét cung chuyén thiét bi —
cap théng tin dich device t&i merchant /
vu thu ho, thiét bi clra hang

loa ting ting (setup)
t¢i merchant

Pon gidn — Gon nhe - Dé dang st dung

Active va str dung
thu chi ho

Truy cap web/app
quan tri ng dung




I CJ — Hanh trinh khach hang — Payment (1).

Loa Ting Ting — Voice Box

Loa TingTing la thiét bj phat

P am thanh bang giong ndi,
sa— =l thong bao két qua thanh toan
==, “‘}— qua ma QR. Khi giao dich
.... R 1§ thanh céng, loa sé tw dong

doc chinh xac so tién khach
hang da chuyén khoan, giup
ngwdi ban nhan tién nhanh
chong va an toan

Khach thmg quet md QR Loa Loa “Ting QR Thu ngadn nghe loa Chu cira hang va thu
trén thict bi Loa “Ting BANK” xac nhan so bdo va xac nhan cho ngan theo ddi tién vé
QR BANK” hoac ma tien giao dich khach hang qua app Loa TingTing

QR Tinh ftai quay dé Hodc tra ciru trén hé

chuyén khoan thong VMS




CJ — Hanh trinh khach hang — Payment (2).

Tai khodan Thanh todan Mua sédm Nhu c&u

X
W déu tu khodn vay hang héa thu khdc

Co
Dich vu hé tro' thu ho

Gitip Doanh nghiép dé dang nhan tién cia khach hang, nha dau tu: @
e Nap tién vao tai khoan tiét kiém, dau tw Thu ho
° Thanh todn, két todn khoan vay dinh ky @

° Thanh toan cho giao dich mua hang héa, san pham, dich vu @

Doanh nghiép

VRB mBanking

Chuyén tién trong & ngoai hé théng 24/7

PaymentGW

Channel Thanh toan Hach toan
Napas/ Quay QRBank Bank GW -CASA/NT+GL | Core

. Notifications
VoiceBox § ) Glao dich MOT LUE e

Hach toan Ung dung HIEN PAI - Dich vu DA DANG C

MIEN PHI phi sir dung dich vu nam dau tién

Théng tin AN TOAN & BAO MAT




I Loiich
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Mg s WER s wi W Tang hiéu suat van hanh
- 1 e ' a N a n N N X 2. 5> 0 N A W . 0 0
Ir " \\(‘ % Gy !‘ Nhan vién khoéng can chup man hinh dé gti cho chu ctra hang, khéng can cho cha clra
b - . > hang xac nhan tién vé.

ranong & Quindn  Cafed Trdsiin Bogindug “Teng sic Spo Sich & Vén phirg
chim

AE———
<

v' Tang hiéu qua thanh toan: Thiét bi Chu clta hang/ Thu ngan dé dang

QUET QR DE THANH TOAN MIEN PHI
Chura kich hogt ! ~—— theo d6i va xac nhan cac giao dich thanh toan, tiét kiém thai gian va
E s !EE P — giam thiéu sai sét.
a v" Chuyén nghiép héa hinh anh clra hang: Thiét bi gép phan tao nén
“ringBoxvn Gl ANG hinh anh chuyén nghiép va hién dai cho ctra hang.

ViETaR

v" Nang cao trai nghiém khach hang: Khach hang sé cam thay hai long
Prr s = T

0 khi dugc thanh toan nhanh chéng va chinh xac. Khéng mat thai gian
chup man hinh, chd chd clra hang check tin nhan.
12 THANG -

D — v' Quan ly de dang: Tinh nang quan ly giao dich théng qua app/ing
dung gitp Chl ctia hang/ Thu ngén theo déi doanh thu va kiém soat
lich str giao dich hiéu qua.

Phong Chong glan Ian, é mao v' Tang cudng bao mat: Cac thiét bi thong béao thanh toan nay dugc tich

hdp cong nghé bao mat tién tién, gilp ngan chan cac hanh vi gian lan
Trénh ké gian dan d& QRCode, chi théng bao giao dich thanh cdng néu chi clra hang d3

. va béo vé thdong tin khach hang.
nhan tién

11
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ai phap VMS (1)

The ghi no noi dia chap nhan thé ATM, chiém 30 phan
tram tong thanh toan trwc tuyén, tir tat ca cac ngan
hang Viét Nam.

Thé tin dung quoc té nhw thé ghi noltin dung Visa,
MasterCard, JCB, American Express. Cho phép khéch
hang giao dich bang tién ban dia trong khi nhan tién
bang tién cua quoc té, gitp ban va khach hang tiét kiém
phi chuyén déi tién té.

/i dién tir c6 thé the hién thanh toan mét cham.

Chuyén khoan ngan hang ludn |a cach thanh toan dwoc
ngwdi chi tiéu nhiéu nhat wa chuéng (chiém 37 phan
tram thanh toan) va la phwong thirc thanh toan co chi
phi thap nhat danh cho ban. Nhwng viéc trién khai riéng
Ié cho céc cong ty thanh toan toan cau lai rat phirc tap.

Dich vu tra goép g:ho phép khach hang thwec hién “Mua
trwdc, tra sau” bang thé tin dung cua 25 ngan hang va
t6 chirc tai chinh.

QR Pay la phwong thirc thanh toan cho phép khach
hang quét ma QR trong trng dung ngan hang deé thanh
toan..

Phat am thanh thong bao khi thanh cong!

Loa Ting Ting

QUET QR DE THANH TOAN

Chura kich hoat !

Quét QR dé cai a5t
TingBox.vn

ViETQR




| Giai phap VMS (2)

AODNPE

Qﬁ@@m@%

TRANSACTION
CER R Y-

shutterstock.com - 1520861123

Hé thong hé tro’ quan tri cau hinh
Mapping VoiceBox

Tra ctru giao dich, hé trg KH

Tao ma QR ddng

TingTing da nhan
250.000d

Voice Box — Thiét bi

1. Hién thi ma QR Tinh —Pong
2. Thong béo khi giao dich thanh céng
3. HétroMerchant



Q-

ohap VMS (3)

frn S s
UserNome
Password

Captcha

shutterstock.com - 1520861123

Phat thong bao VMS

1. Phét thdng béo raloabao da nhan tién
2. Setting phét thdng béo

ot LTE 884

@ Xin chao, Nguyén Xuan Bang
@bangnx1

~+ Dinh danh va lién két TK dé nhan nhiéu wu dai «

— P €N
K8 = a8
Nap tién RUt tign QR
Q 0 VNP Quanly >
Dich vy néi bat Xem tdt ca
© 0 O
Mua vé xe Goi taxi Goidtd  Xehdpdéng

00O

Goixe2banh Uuddiciatdi GoiData3G/ Mua vé mdy
46 bay

Khuy&n mai cho ban

Trang chi

22:15
Kham phé uu dai
Kham phé u dai P
© Toan quéc Uu dai Uu dai cua toi
Q Tim kié Tich 10% diém trén téng héa don ... Voucher Trung
© 200,000 © Mién phi
Uu dai Uu dai cua tai
T4t ca uu dai
Thuong hiéu néi bat SRR Boloc N/  Gannhit  Rénhit  Phbién
PNJ
Tich 10% diém trén téng héa
don tai PNJ
@ 200,000

Trung Tuyén BBQ - Buffet La.
Voucher Trung Tuyé&n BBQ -
Buffet Ldu & Nuéng gidm gia...
@ Mién phi (

ADCBook

Tich 10.000 diém khi mua
hang tal ADCBook

® 10,000

ING HIEV §

NAM

Nha Hang Safodi- Buffet
Voucher Nha Hang Safodi-
Buffet gidm gia 20%

© Mién phf

App Bank

1. Phéat théng bao chay trng dung dwéi nén ctia App Bank hodc App Merchant
2. Setting phat théng béo



VMS co gi?

Hé théng quan tri VMS
Voice Box Management Systems

Quan |y Merchant tao thdng tin, khai bao cau hinh
merchant MID.

Quan |y Termial tao théng tin, khai bao cau hinh
thong tin TID.

Quan |y giao dich theo doi, quan ly giao dich.

Quan Iy hoa don tao thdng tin hoa don thanh toan,
tir Website.

Quan |y thiét bi cau hinh, quan ly device
VoiceBox.

..........

Ess  $479.00 USD
tan_BigLoTETMCM

Ess  $279.00USD
tin_BigLowTEMC!

RE | $459.00 USD
tun_BiglpwTbTNve!

RE | $459.00 USD
ten_B1gLowTETNdmMR:

E | $89.00 USD
tin_BigLpaTETHR

Export -

Created On 4

16 Apr 2023

15 Apr 2023

18 Apr 2023

14 Apr 2023

4 Apr 2023

1300%) Insufficient funds

13001) Insutficient funds

1300%) Insutticient funds

RS G .-m ~1;-

Bic l-lmn o HJ

shutterstock.com + 1520861123






I Nén tang VMS

Dich vu thanh toan

PAYMENT METHOD

i QRCode (VNPAY/VietQR)

-

Ecom ndi dia (local card)

Ecom quéc té

[ Dich vu thu hd (Vitual account)

Open API

ol
VMS -

o

. \\‘—//

[ Dich vu Vi dién tur (CI-CO-PR)

[ Dich vu chi ho

SmartPOS

\

1API

[

Third Party Apps
and Services

‘S/E
(D=

— ¥
T @

up«tech

_

i

VoiceBox 1

L
- |

VoiceBox 2

VoiceBox 3

2
<

VoiceBox n

Tiéu chudn cho nén tang cdng nghé, ha tang, két ndi, an toan va bao mat vdi cac doi tac:

v Phat trién quy trinh danh gid bdo mat cho cic ddi tac két néi.

v Xay dung tiéu chudn APl va moi trwdng Sandbox dé rut ngdn thoi gian tich hop.

v' Pam bdo hé théng dap rng cac tiéu chuan bao mat nghiém ngit nhat.



I Gia tri mang lai cho don vi

— Setup phi

—> Phi trén giao dich
I v

> Chargeback Fee

NFI

Supply chain management

—» Phat trién

Van hanh

Thiét bj

PAYIVENT-

- X&' ly GD Rai ro

Co hoi — =
Trién khai chién lvoc Chuoi

San TMDT

Ung dung s6 / hé sinh thai




I Tang tich hop

8% - APl Management

API Gatewa @.@ —————————————————————————————————————
y lv l - API Lifecycle

—— Micro Integrator

M service @ M service @
- APl Internal & External

—— Micro Integrator 1

H service @ M service @

Tooling Management Plane Data Plane Control Plane
____________________________________ anichl De';’srlfap'er Traffic
API Gateways Manager
= Service

Catalog

a Integration

Key Manager
a = Studi
: D= udio

API Gateway Layer

(STS)

API
Publisher
Streaming

Editor Al Capabilities

Streaming Integrator Micro Integrator

Analytics

Anomaly

o Integration Layer Detection

Operator

Kubectl

- Enterprise Service Bus

(& N\ BEN @\ et
GO i

SaaS Proprietary & Message Broker  Applications/ Data
Legacy Systems Event Bus Services/
Microservices

7
5
a



Security

1. OAuth 2 (Open Authorization)

2. IWT

~

a

3. Ma hoa/ giai ma

User sign-in (using id/password,
facebook, google, etc.)

API Gateway
Extract Access Validate Apply QoS Publish Custom
Token Token Policy Statistics Extensions
. . Is Token
Asymmetric encryption valid? Yes/No
_ A Public key ﬁ Private key v‘fgka::: :
Plaintext Encryption Ciphertext Pecryption Plaintext
(encrypted)

Encrypted Message containing
the Username Token

Recipient

Authentication

User authenticated, JWT

created, and returned to user

Server

Enfrvptnd Key

\ b
'\.\ Validate Si ture
S Encryptad Key r—p’bgwmmetricxey I

\ / s10

User User passes JWT when

. {WWT)
making API calls

Client’s key Store Server's key Store
- C
Service's Public .,
Certificate > Sy

private key

“Encrypt Only — Username Token Authentication™ Scenario
Clients do not have X.509 certificates; message is encrypted using a symmetric key denved by Client, which is
encryptedusing the service’s public key and sent as an encrypted key to the service inside the SOAP message.
Service can deaypt the encaypted key usingits private key and get the symmetrickey. Then service can use

Application verifies and
processes API call

that symmetric key to decrypt the message.

Authentication is achieved by using Usemame Tokens. Clients send the Username Tokens inside a message
and Service validates them against the entries in its user store.

UserStore

Wzlidztz Uszrnzme

Token



| M6 hinh tich hop

L

developers

]

device

@ @ VMS Service

Authentication Access control

System Management

Connecter Config Tracking Monitoring

Server Farm

v

Core banking
3th

| Lagacy System




3.10 Development Architecture

W]

Channel

FE

<

o
i

Web server 1

2
i

Web server 2

,_
w
APIM N

APIM 1

Micro services

4>@—> VMS Services
Service
|
@ Onboa.rding
Services
Service

=

Service

Service

—>

Payment Service

N .

Lending Service

Worker Node —
Scheduler job

Other Service

Server Farm

Database
My SQL, Postgre &
Oracle

Message

Broker Cache

sng 321AJ3S

A

Core System

ERP

Card System

Core banking
(ABC)

3th

Backend System

MS Service

MS Service

MS Service

MS Service




hé théng khac



5.1. Cac hé thong khac.

APIM Platform
« External / Internal Dich vu

- Gidi han s0 lugng
« Biéu do /thong ké

Tracking service

- Kiém tra reg/res, thdi gian phan hoi
- Biéu dd /thdng ké giao dich

« Quan ly rui ro.

Monitoring

@ « Giam sat cac dich vu
e AlerttoOTT /SMS /Email




5.2. Cac hé thong khac.

Tracking service

 Logs hé thong tap trung
« Phan tich logs.
« Hién thj Ién bi€u do.

®

Discover

=

Visualize

Dashboard

Timelion

Dev Tools

®
L
y?
&

Management

© Ccollapse

Collect Search Visualize
& & &
Transform Analyze Manage
A

elasticsearch

—

ogstash kibana

aai
logstash-* . May 17th 2018, 07:58:28.450 - May 17th 2018, 08:13:28.450 — Auto 4
g 20 — — o
Selected Fields
? source ‘E [
3 10
S
Available Fields o 5
© @timestamp 0 ! | |
07:59:00 08:00:00 08:01:00 08:02:00 08:03:00 08:04:00 08:05:00 08:06:00 08:07:00 08:08:00 08:09:00 08:10:00 08:11:00 08:12:00 08:13:00
t @version @timestamp per 30 seconds
t ClassName Time - Sohirca
t Requestid
s » May 17th 2018, 08:13:28.253  pequestzd: 2018-05-17T12:13:21.797+0000]d1dcOfc6-fOb6-4368-8460-63e545ec79c5 | |qtp576936864-1222| |GET /BAi)/util/echo|healthc
t ServiceName heck |COMPLETE| | | | INFO| |10.42.71.248| 1| @&il-resources message: co=healthcheck:https://[@@i|-resources.onap:8447/@ail/util/echo
¢ Timestamp call succeeded beat.hostname: [@afl-resources beat.name: [@&i|-resources host: [@@i|-resources offset: 730,692 input_type: 1
og source: /var/log/onap/rest/audit.log type: log Timestamp: 2018-05-17T12:13:21.796Z componentLogFile: rest/audit.log
t _id
N @timestamp: May 17th 2018, 08:13:28.253 ServiceName: oOrg.onap.aai.interceptors.post.ResetLoggingContext @version: 1
t _index
’ » May 17th 2018, 08:13:28.253  peat.nostname: [@@|-resources beat.name: [@@i|-resources host: [@@ij-resources message: 10.42.47.222 - RAE [17/may/2018:12:
_score
13:21 +0000] "GET /./uti]/echo" 200 429 REST ConsulHealthCheck healthcheck - - - = = = = - = « 2 componentLogFile: ajsc-j
t _type etty/localhost_access.log @timestamp: May 17th 2018, 08:13:28.253 offset: 313,275 @version: 1 input_type: log
t beathostname beat.version: 5.5.0 source: /var/log/onap/ajsc-jetty/localhost_access.log componentName: ajsc-jetty type: log tags: _gro
kparsefailure _id: AWNuBPOINHIAb-7G7U-x _type: logs _index: logstash-2018.05.17 _score: -
t beat.name
t beatversion » May 17th 2018, 08:13:25.468  gource: /var/log/onap/MAE-ML/error.10g componentLogFile: WAH-VL/error.log beat.hostname: onap-{@aij-modelloader-5774b47bc-
¢ componentiogriie mb42s beat.name: onap-@ail|-modelloader-5774b47bc-mb42s host: onap-{@il|-modelloader-5774b47bc-mb42s componentName: AAT-ML
offset: 360,426 RequestId: |pool-2-thread-7|ModelLoader||com.att.nsa.apiClient.http.HttpClient input_type: log message:
£ componerttame --> HTTP/1.1 200 OK type: log Timestamp: 2018-05-17T12:13:21.8682Z @timestamp: May 17th 2018, 08:13:25.468 @version: 1
t host beat.version: 5.5.0 ClassName: INFO _id: AWNUBPRXNHIdb-7G7U9g _type: logs _index: logstash-2018.05.17 _score: -
tinputype » May 17th 2018, 08:13:22.158 peat.hostname: [@&i]-traversal beat.name: [@@i|-traversal host: [@@ij-traversal message: 10.42.47.222 - AR [17/may/2018:12:
t message 13:20 +0000] "GET /@&Hl/util/echo” 200 429 REST ConsulHealthCheck healthcheck - - - - - - - - - - 3 componentLogFile: ajsc-j
8/ ottt etty/localhost_access.log @timestamp: May 17th 2018, 08:13:22.158 offset: 123,053 @version: 1 input_type: log

beat.version: 5.5.0 source: /var/log/onap/ajsc-jetty/localhost_access.log componentName: ajsc-jetty type: log tags: _gro




5.3. Cac hé thong khac.

working, WSO2 is slow."
@ Monitoring [System Alert] - Service Error!!!

- Service:
- Giam sat cac dich vy e
 AlerttoOTT /SMS /Emall Job healcheck

- Error Log:
"[WANING - ACQHUB]J - Service is not
working, WSO2 is slow."

Ngay hom qua + 22:11

[WANING - ACQHUB] -
Transaction Ecom issuer 13
(61.904762 (percent)) error(s) in 21
transaction in 30m. Pls checking
systems.

[WANING - ACQHUB] -
Transaction Wallet found 32
(560.793651 (percent)) error(s)
in 63 transaction in 30m. Pls
checking systems.




Cong ngh¢ st dung

Internal - GW External

Legacy System

eece

APIs
.

3th
Partner Ships

UI/ UX
Browser

DMZ LAYER

API GATEWAY

£} BANK MIDDLEWARE
=8 BPMN
/» BANK BACKEND PROCESSORS
Core Banking Card System System of records Other Service

B8 1 e
) ;Eghotterns

SO Bk

< S

= [=E#&) | WidFly

@ "X ()

redis yppi() gomace

WS@) =wk

Stack
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